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Cyber Security 2019:

Effectively Building Defences, Resilience and
Capabilities Against Online Threats
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Our Loyalty Discount

— °/° This discount entitles attendees to a 20% discount on any future conference

being run by Government Events in the next 12 months. Please quote code
Loyalty20 at the start of your booking.

How to Claim Your CPD Points

Regarding CPD credits, it is the individual delegate’s responsibility to evaluate
their learning and record it appropriately into their CPD portfolios according to

[ —
- your institute’s requirements.
For this Conference, you are entitled to 8 CPD points.

Wi-Fi
go— Username: HCC
N Password:hallam44
'
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Welcome Letter

Dear Delegate,

Welcome to Cyber Security 2019: Effectively Building Defences, Resilience and Capabilities Against Online Threats.

Today you will have the opportunity to hear speeches from senior policymakers to enhance cyber security across
government, industry and society.

The key outcomes will be to hear the latest policy updates and initiatives together with high-level presentations and
case studies from the cyber security sector demonstrating successfully proven approaches to reducing risk, skilling staff

and enhancing defence.

If you have any questions or queries please ask our onsite management team, who will be more than happy to help
you. They are located at the registration desk.

We hope you have a rewarding and enjoyable day.

Yours Truly,

David Blake
Government Events
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Agenda AM

09:30-09:40

09:40-10:00

10:00-10:20

10:20-10:40

10:40-11:05

11:05-11:35

11:35-11:55

11:55-12:15

12:15-12:35

12:35-12:55

Chair’s Welcome Address
Professor Jeremy Watson, Professor of Engineering Systems and Vice-Dean of Engineering Sciences, UCL

Morning Keynote Presentation: Working To Improve Front-Line Police Capabilities In Tackling Digital
And Cyber Crime

Detective Superintendent Andrew Gould, National Cybercrime Programme Lead, National Police
Chiefs’ Council

Special Keynote Presentation: The Cyber Threat To UK Business And Public Services: What You Need
To Know

Mike Hulett, Head of Operations, National Cyber Crime Unit, National Crime Agency

Key Supporter Session: Old Tools, New Tactics: Blocking Evasive Malware Across the Organisation

Dmitriy Ayrapetov, Vice President of Platform Architecture, Sonicwall

Question and Answer Session

Refreshment and Networking Break

Case Study: Ensuring Resilience in the NHS Against Future Cyber Threats
Dan Jeffrey, Head of Cyber Security Programme and Innovation, NHS Digital

Key Supporter Session: Bolster Your Incident Response Plan Across Privacy & Security Teams in
Government

Ryan Manyika, Privacy Consultant, OneTrust

Case Study: Using Email Authentication Protocols to Protect Public Services Against Phishing Attacks

Nikola Howard, Data Centre Manager, London Borough of Camden

Question and Answer Session

12:55-13:40

Lunch and Networking

*Programme Subject to Change
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Agenda PM

13:40-14:00

14:00-14:20

14:20-14:40

14:40-15:00

15:00-15:20

15:20-15:40

15:40-16:00

16:00-16:20

16:20-16:40

16:40

Afternoon Keynote Presentation: Human Error: Changing Organisational Culture Through Employee
Engagement to Foster Cyber Security Practices

Linda McCormack, Head of Internal Communications, Anglian Water Services

Key Supporter Session: Protecting Government Organisations From Content And Device Based Threats

Noel Slane, Regional Vice President, European and Middle Eastern, Tekenable/Opswat

Case Study: Response And Rapid Recovery To A Zero-Day Cyber Attack

David Cowan, IT Manager, Copeland Borough Council

Question and Answer Session

Refreshment and Networking Break

Keynote Presentation: Human-Centred Security: Managing Online Presence To Reduce Risk

Dr Emma Williams, Lecturer, University of Bristol

Case Study: Expanding Cyber Education And Engagement To Develop A Diverse And Creative Security
Workforce

Dr Robert Nowill, Chair, Cyber Security Challenge UK

Case Study: Collaborating Across Local Councils On Cyber Security Awareness And Training

Mathew Critchley, Head of Security and Resilience, Manchester City Council

Question and Answer Session

Chair’s Summary and Close

*Programme Subject to Change
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Key Supporters

SONICWALL

TEKEN<BLE

built for change

www.GovernmentEvents.co.uk

OneTrust is the #1 most widely used privacy, security and third-party risk technology
platform trusted by more than 3,000 companies to comply with the CCPA, GDPR,
ISO27001 and hundreds of the world’s privacy and security laws. OneTrust’s three
primary offerings include OneTrust Privacy Management Software, OneTrust
PreferenceChoice™ consent and preference management software, and OneTrust
Vendorpedia™ third-party risk management software and vendor risk exchange. To
learn more, visit OneTrust.com or connect on LinkedIn, Twitter and Facebook.

SonicWall has been fighting the cybercriminal industry for over 27 years defending
small and medium businesses, enterprises and government agencies worldwide.
Backed by research from SonicWall Capture Labs, our award-winning, real-time breach
detection and prevention solutions secure more than a million networks, and their
emails, applications and data, in over 215 countries and territories. These organizations
run more effectively and fear less about security. For more information, visit
www.sonicwall.com or follow us on Twitter, LinkedIn, Facebook and Instagram.

TEKenable is an Irish technology and transformation company, helping companies seize
digital opportunities. Our main focus is on the development of Enterprise Applications
that turn complexity into opportunity by integrating and augmenting organisations
existing legacy technology stacks with advanced modern IT. Focus is primarily on
Microsoft technologies, Dynamics 365, PowerApps, SharePoint, Azure and 0365.
TEKenable are 1ISO27001:2013 and Cyber Essential accreditations and are a strategic
partner of OPSWAT in Ireland.

Tripwire is the trusted leader for establishing a strong cybersecurity foundation.
Partnering with Fortune 500 enterprises, industrial organizations and government
agencies, Tripwire protects the integrity of mission-critical systems spanning physical,
virtual, cloud and DevOps environments. Tripwire’s award-winning portfolio delivers
top critical security controls, including asset discovery, secure configuration
management, vulnerability management and log management. As the pioneers of file
integrity monitoring (FIM), Tripwire’s expertise is built on a 20+ year history of
innovation helping organizations discover, minimize and monitor their attack surfaces.

Learn more at , get security news, trends and insights
at , or connect with us on , and

g @GovtEvents m government-events
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Our Future Events

Please look at our website, www.GovernmentEvents.co.uk,
to view our future events. These include:

Combatting Fraud and Error in the Public Sector

Thursday 17t" October 2019, Central London

Enhancing Crime Prevention, Reporting and Conviction Through Multi-Agency
Information Sharing, Technology and Public Engagement

Thursday 315t October 2019, Central London

The Changing Landscape of the Welfare System

Thursday 14" November 2019, Central London

The National Combating Gangs, Violence and Weapon Crime Conference
2019

Tuesday 3" December 2019, Lord’s Cricket Ground, London

For any enquiries, please call 0330 0584 285 or email Enquiries@governmentevents.co.uk

www.GovernmentEvents.co.uk ’ @GovtEvents m government-events
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Speaker Biographies

Professor Jeremy Watson
Professor of Engineering Systems and Vice-Dean of Engineering Sciences, UCL

Jeremy Watson is Professor of Engineering Systems in the Department of Science, Technology, Engineering and Public Policy. Concurrently, he is
Chief Scientist and Engineer at the Building Research Establishment (BRE). Jeremy was previously Arup’s Global Research Director, and Chief
Scientific Advisor in the Department of Communities and Local Government (DCLG). An electronics and control engineer by training and practice, he
has senior experience of research and technical direction in industry and universities, governing board membership at Innovate UK and EPSRC, plus
service with NERC and HEFCE. He has served on two government SAGE panels and a Blackett Review on Cybersecurity of the Internet of Things.
Jeremy was appointed to a one-year term as President of the Institution for Engineering and Technology in October 2016. He is a Fellow of the Royal
Academy of Engineering (Chair of the Engineering Policy Committee and National Engineering Policy Centre lead), the ICE and the IET. His specialities
include research strategy, systems thinking, innovation processes, and emerging technology identification. Jeremy is Director of a £50m research
centre funded by EPSRC and user partners, composed of 12+ universities collaborating on Cybersecurity of the Internet of Things.
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Detective Superintendent Andrew Gould
National Cyber Crime Lead, National Police Chiefs’ Council

Detective Superintendent Andrew Gould is the National Cybercrime Programme Lead for the National Police Chiefs’ Council responsible for
developing the police response to cybercrime at the national, regional and local level. As a Detective Chief Inspector, Andrew Gould was Deputy
Head of FALCON, (Fraud & Linked Crime Online), the Metropolitan Police’s response to cybercrime and fraud from 2014-2017, including heading the
Cybercrime Unit. Here he led a number of successful investigations into data breaches and extortions. Andrew also led an investigation into a
£113m cybercrime gang which led to the arrest and conviction of 22 defendants. He established FALCON'’s Cyber Protect team delivering cybercrime
prevention advice to businesses and supporting companies to develop effective cyber incident response plans and exercising. Andrew is a Certified
Information Systems Security Practitioner (CISSP) and accredited in Certified Information Security Management Principles (CISMP).

Prior to working in cybercrime Andrew was part of the Counter Terrorism Command. As a Senior Investigating Officer, he led the investigative
response to terrorist incidents and managed a number of major covert counter terrorism investigations in the UK and abroad. This included the
terrorist murder of Fusilier Lee Rigby and the initial response to the Algerian BP Gas Plant attack. He joined the Metropolitan Police Service in 1998.
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Mike Hulett

Head of Operations, National Cyber Crime Unit, National Crime Agency

Mike is the Head of Operations for the National Cyber Crime Unit (NCCU), part of the National Crime Agency, responsible for leading the UK’s Law
Enforcement response to cyber crime. The NCCU has around 250 officers based at 4 sites , with a range of investigation, intelligence, technical,
digital forensics, data analysis and financial investigation skills. Mike is responsible for leading the highest level and most complex investigations
into cyber crime in the UK, utilising support from across UK & international law enforcement agencies, other UK Government departments and a
range of industry partners. NCCU Operations also coordinate and support cyber crime investigations undertaken by police Regional Organised
Crime Units (ROCUs) and local police forces across the UK. The majority of Mike’s career has been spent leading serious organised crime
investigations across a variety of sectors including drugs, firearms, money laundering, corruption, kidnap, organised immigration crime and now

cyber crime.
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Dmitriy Ayrapetov

Vice President of Platform Architecture, Sonicwall

Dmitriy Ayrapetov is the Vice President of Platform Architecture at SonicWall. Prior to this position, Dmitriy held product management and
engineering roles at SonicWall and at enKoo Inc., an SSL VPN start-up acquired by SonicWall in 2005. As a cybersecurity expert, he speaks at industry
conferences including, RSA, Gartner Security Summit, Dell World and is a regular presence at SonicWall conferences around the word. Dmitriy holds
an MBA from the Haas School of Business at UC Berkeley and a BA in Cognitive Science at UC Berkeley.
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Dan Jeffery

Head of Cyber Security Programme and Innovation, NHS Digital

Dan is responsible for leading the design, sourcing, and delivery of the DSC’s programme of work — looking forwards to make sure health and care
can stay ahead of the game. He and his team work with users, industry and other key stakeholders to define, design, and commission new
capabilities for cyber security services that drive better cyber preparedness, security, and resiliency for enhanced patient outcomes across health &
care.

Dan has over eight years in the Cyber and security industry working on a variety of national and international programmes across the public and
private sector. This has included the design and delivery of a national cyber and intelligence programme; the development of analyst tools; and the
development of Cyber security strategies for governments and private sector organisations across Financial Services, Utilities and Energy, Legal, and
Telecommunication organisations.

Prior to joining NHS Digital, Dan worked at a leading technology consulting organisation where he was the lead for Security Strategy and Risk for
government clients in the UK. This role included the development of national level cyber strategies and operating models, as well as the delivery of
complex programmes and projects to a number of large diverse organisations.

Sa®

5 | Government 11:35-11:55

& |Events
I »

Ryan Manyika

Privacy Consultant, OneTrust

Ryan Manyika is a Certified Information Privacy Professional (CIPP/E) and a Privacy Consultant at OneTrust — a global leader in privacy management
and marketing compliance software. In his role, Ryan advises many of the world's leading organizations on General Data Protection Regulation
(GDPR) and ePrivacy (Cookie Law) solution implementations, focused on formulating efficient and effective responses to data protection
requirements as well as building and scaling enterprise-level privacy programmes. Ryan frequently speaks at industry events, including global
PrivacyConnect workshops, where he provides deep insight into regulatory issues and practical approaches to compliance.
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Nikola Howard
Data Centre Manager, London Borough of Camden

Nikola has worked in IT for over 30 years, starting as a teenager in the era of the 286, DOS 5.0 and Windows 3.1. Her first toys were Lego and
Meccano, her first computer a ZX81, and she’s been fascinated with Technology and “how things work” her whole life.

Her superpower is “connecting the dots”, which gives her the strategic qualities to exploit change. Excellent at forming gestalt systems’ pictures to
spot weak links as well as having the ability to rapidly reframe that view as situations change, she is also able to easily break down complex
concepts into non-technical language to engage colleagues, stakeholders and partners to promote understanding.

Her career path has spanned desktop and server support, SharePoint architecture, Information Security and Infrastructure team management.
Through her career she has seen several loops of “client server” in terms of software supply and demand but feels that only now has the
networking and internet technology caught up with our ambitions to run software on remove servers rather than locally on our PCs.

She is passionate about inspiring women and girls to choose and succeed in STEM so that the world can be a more balanced place.
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Linda McCormack
Head of Internal Communications, Anglian Water Services

Linda McCormack is Head of Internal Communications at Anglian Water and has led its award-winning cyber security behavioural change campaign.
She is an internal communications expert with more than 25 years’ experience in engaging and informing employees and driving behavioural

change through compelling communications.
Linda joined Anglian Water in 2013 and has led the internal communications team since 2016. Her previous roles include leading business
transformation for a major financial services company and leading both internal and external communications functions for small and medium-sized

businesses.
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Noel Slane
Regional Vice President, European and Middle Eastern, Tekenable/Opswat

Noel is Opswat Regional Vice President, Managing the European and Middle Eastern team within OPSWAT, Noel’s primarily role is the development
of channel strategies to expand and grow the current customer base. Prior to joining Opswat Noel was Vice President of Worldwide Sales and
Marketing for Promisec. Noel has also held roles with Micro Focus, New Horizons Computer Learning and BT.
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David Cowan
IT Manager, Copeland Borough Council

David joined Copeland at the end of 2018, bringing a real depth of previous ICT experience in both the Public and Private sectors. David has worked
in both local and central government on a range of technology programmes that have information security at their core. David joined Copeland from
Virgin Money where he was Programme Director for IT Strategy and Cyber Resilience.

Che|coremment 14.20.14.40
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Dr Emma Williams
Lecturer, School of Experimental Psychology, University of Bristol

Emma is a Chartered Psychologist and Lecturer within the School of Management at the University of Bristol, where she undertakes research
exploring human behaviour in relation to online security, privacy and risk. Following her PhD, Emma worked in applied research roles in both the
public and private sector, before returning to academia in 2015 to explore what makes people susceptible to malevolent online influence attempts,
such as phishing emails and online scams. In 2017, Emma was awarded a Vice-Chancellor’s Fellowship at the University of Bristol, where she
explored both consumer and organisational aspects related to online security and online behaviour. She has a particular interest in how we can use
marketing approaches to effectively engage people with cyber security issues and encourage them to be more secure online.
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Dr Robert Nowill
Chair, Cyber Security Challenge UK

Bob is Chair of The Board at The Cyber Security Challenge UK Ltd, and an independent security Consultant Director and Advisor through Herne Hill
Consulting Ltd.

He was the Director for Cyber and Assurance at BT until the end of 2013. Before joining BT in 2005, Bob was the Director of Technology &
Engineering and Board Member at the UK’s Government Communications Headquarters (GCHQ). His career has also included periods with UK MoD
(Defence Procurement Agency and Research Agencies), in The Netherlands with The SHAPE Technical Centre, research at Cambridge University
Engineering Department, and as a non-Executive Director with IRM Ltd.

Bob is a Chartered Engineer and Chartered IT Professional, a Fellow of the IET and of the BCS, and a Founder Fellow of the Institute of Information
Security Professionals (IISP).
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Mathew Critchley

Head of ICT Security and Resilience, Manchester City Council

Mathew Critchley is the Head of ICT Security and Resilience at Manchester City Council, one of the UK'’s largest and most progressive Local
Authorities providing services to 600,000 residents and employs over 6,000 staff. Mathew and his Cyber Security team are responsible for protecting
and delivering all aspects of Operational Cyber Security including a Cyber Training and Awareness programme for all staff at Manchester City
Council.

Mathew is an experienced and highly motivated IT leader who has a proven track record of delivering service excellence with a technical background
and appreciation that spans across a number of technical areas. This knowledge and experience has been developed whilst successfully delivering
public sector IT services over the past 19 years through both Private Sector managed service contracts and more recently through direct
employment in the Public Sector.
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Thank you for attending our conference.
We hope you found the day interesting and insightful. Speaker presentations will
be made available to download on completing the post show survey which will be
emailed to you within one week after the event.

We wish you a safe journey home.

Government Events, 90 Long Acre, Covent Garden, London, WC2E 9RZ
T: 0330 0584285 W: www.GovernmentEvents.co.uk
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