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Long term 
effects



Scenario



1. Leave systems up so customers can use them

2. Pull the plug and disconnect / close down all as 
quickly as possible

1. Initial actions



Thoughts…..



2. Reasonable worst case

1. Some of our systems have been locked

2. Some of our data has been stolen

3. We cannot get access to our data including communications tools

4. Key systems has been locked and significant data removed



Triple extortion

1. Lock your 
data

2. Threaten to 
release your 

data

3. Threaten 
those whose 
data you hold



3. Inform?

Who do you inform?

1. A small as a group as possible

2. Plus security authorities NCSC & Police 

3. Plus internal staff

4. Plus selected external stakeholders



Issues

Staff greatest asset

Can you hide it?

Cover up

ICO 72 hours

Benefits of being up front 



4. Pay?

Should you pay the ransom?

1. Pay the ransom

2. Don’t pay



The balance

For paying

• You can afford it

• Cost benefit 

• Reputational damage avoided

• Cost of downtime

• 60% doing it

Against paying

• Moral dimension

• Will you be allowed to pay

• Lost control of your data so have 
to tell

• They come back?

• Will they destroy your data?

• Will it work



5. Announcement

The attack has taken down your website so you?

1. Put up an under maintenance holding page

2. Commission a new website to be built which will take several days

3. Use your twitter and Facebook to post incident updates



Announcements

Social media if 
website is down

I don’t think so…

CEO Recorded ApologyTone and information given



6. Recovery

How long will it take you to recover

1. Couple of days

2. A week

3. A few weeks

4. Months



Next steps?
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