Responding Effectively to a
Developing Cyber-Attack
Emergency

PlanB Consulting
Charlie Maclean Bristol, CEO
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Long term

effects

Sepa cyber attack recovery could

take years

® 2 hours ago

Scotland's environmental watchdog has said it could take years to fully
recover from a cyber attack.

GETTY IMAGES




cenario

UE DarkSide Ransomware: Execu’ X +

C & immersivelabs.online C € Guest(3)

< DarkSide Ransomware: Execution @ Clipboard ‘ | » Network ‘ B Info

| README, 049¢c 228, TXT - Notepad
File Edit Format View Help
[ Welcome to DarkSide ]

wWhat happend?

Your computers and serwvers are encrypted, backups are deleted. We use strong encryption algorithms, so wou cannot decrypt your data.

But you can restore everything by purchasing a special program from us - universal decryptor. This program will restore all your network.
Follow our instructions below and you will recover all your data.

What guarantees?

We walue our reputation. If we do not do our work and liabillitles, nobody will pay us. This is not in our interests.

ALl our decryption software is perfectly tested and will decrypt your data. We will also provide support in case of problems.
We guarantee to decrypt one flle for free. Go to the site and contact us.

How to get access on website?

Using a TOR browser:
1) Downleoad and install TOR browser from this site: hitps://torproject.org/
2) Open our website: http://dark24dzz36xmdy2phwe?yvmkkkkhxionhfrwp67awpb3r3bdceneivogd. onlon/ ZW)HXYE 7MWSIXESN1EGIPEI ME FAGCT LNNEWI CBVKIFKBSQXPE LUZWESAASGTG7 74

wWhen you open our website, put the following data in the input form:
Key:

LR PLeRFI AL qcdXddXLIXEOLS ITOT Ltw COgxqxt FfuldzvKMr LMULGY36bhz V5 nfRPSSwroQiL6t36hVE7qDI D1ub94615udS0QI ZC3EEzHal y@ddBugz Wl Bf @@9Hkb5C71dIY dEbSWHEOHMVhurY zg

VUL DANGER 1!
DO NOT MODIFY or try to RECOVER any flles yourself. We WILL NOT be able to RESTORE them.
L1l DANGER 11!




1. Initial actions

1. Leave systems up so customers can use them

2. Pull the plug and disconnect / close down all as
quickly as possible



Payment will be raised on

51672017 00:47:55

Time Left

Your files will be lost on

572002017 00:47:55

Time Left

our decryption service,

Can | Recover My Files?

Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time.

You can decrypt some of your files for free. Try now by clicking <Decrypt>.

But if you want to decrypt all your files, you need to pay.

You only have 3 days to submit the payment. After that the price will be doubled.
Also, if you don’t pay in 7 days, you won't be able to recover your files forever.

We will have free events for users who are so poor that they couldn’t pay in 6 months.

How Do I Pay?

Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>,

And send the correct amount to the address specified in this window.

After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am

PAIT & one V.

Thoughts.....




2. Reasonable worst case

W P

Some of our systems have been locked
Some of our data has been stolen
We cannot get access to our data including communications tools

Key systems has been locked and significant data removed



Triple extortion

2. Threaten to 3. Threaten
release your g those whose
data data you hold

1. Lock your

data




3. Inform?

Who do you inform?

1. A small as a group as possible

= wnN

P
P
P

us security authorities NCSC & Police
us internal staff

us selected external stakeholders



Staff greatest asset
Can you hide it?
Issues Cover up

ICO 72 hours

Benefits of being up front



4. Pay?

Should you pay the ransom?
1. Pay the ransom
2. Don’t pay



The balance

For paying

* You can afford it

* Cost benefit

e Reputational damage avoided

e Cost of downtime
* 60% doing it

Against paying
* Moral dimension
e Will you be allowed to pay

* Lost control of your data so have
to tell

* They come back?
* Will they destroy your data?
* Will it work



5. Announcement

The attack has taken down your website so you?

1. Put up an under maintenance holding page

2. Commission a new website to be built which will take several days
3. Use your twitter and Facebook to post incident updates



Announcements

Tone and information given CEO Recorded Apology

Customer data theft

.

We are investigating, as a matter of urgency, the theft of customer data from our website and our mobile app. The stolen data did not include travel or
passport detalls.

No British Airways customer will be left out of pocket as a result of this criminal cyber attack on its website, ba.com, and the airine's mobile app.

The airline has guaranteed that financial losses suffered by customers directly bacause of the theft of this data trom British Airways will be reimbursed, and is
recommending that customers contact their bank or card provider if they made a booking or change 10 their booking between 2258 BST August 21 2018 and 21:45
BST Separtr 2018 An update from

We understand that this incident will cause concern and inconvenience. We have contacted all affected customers to say sorry, and we will continue to update them

,
Tony D’Souza, CEO, Travelex
in the coming days. British Airways will not be contacting any customers asking for payment card details, any such requests should be reported 10 the police and

rolavant authorities.

British Airways continues to investigate with the police and cyber specialists, and has reported the data theft to the Information Commissioner.

What to do if you have been affected

f you beliove you have

s incidont, then ploase contact your bank or credit card provider and follow their recommended advice. Please check

back here for further updates, we e updating this page.

| don’t think so... Social media if

. .

il website is down
Travelex |zt

Planned Maintenance

Our online, foreign currency purchasing service is temporarily unavailable due to planned maintenance. The system will be

back online shortly.

B 1 Travelex.fr est momentanément indisponible du a une maintenance du site. Le site sera a nouveau disponible d'ici peu.
Nous vous prions de bien vouloir nous excuser pour la géne occasionnée.

® ESNLYIRIvNVDOTTHA M RESHBVELETE A, HERESHNFLEIHNULESLKBHELEE
L\

B 1 1 nostro servizio online di acquisto e prenotazione valute estere e' temporaneamente fuori servizio a causa di lavori di
manutenzione. Il servizio sara' a breve nuovamente disponibile.

== Onze online service voor het aankopen of reserveren van vreemde valuta is tijdelijk niet beschikbaar wegens gepland
onderhoud. Deze service zal spoedig weer beschikbaar zijn.

™= Unser online Fremdwaehrungsverkauf und Reservierungs Service ist zur Zeit infolge von Wartungsarbeiten nicht
erreichbar. Unser Service ist in Kuerze wieder verfuegbar.

DUNDEE AND ANGUS

B= Online rezervace mény je v soudastné dobé nedostupna z divodu planované udrzby stranek. Sluzba bude k dispozici ‘ ol I EG E
béhem kratké doby.

Dundee&Angus College @dundee_angus - 2 Feb v
The college experienced a cyber attack on Friday 31 Jan impacting on a
number of IT systems. To help us minimise the disruption caused all
college campuses will be closed for all students and open for all staff on
Menday 3 Feb.

Read more here: facebook.com/DundeeAndAngus...

Q6 n 77 O 44
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Dundee and Angus College e
@ 2 February at 17:02 - &
The College experienced a cyber attack on Friday 31st January impacting
on a number of College IT systems. To help us minimise the disruption
caused by this cyber attack all college campuses will be closed for all
students and open for all staff on Monday 3rd February 2020. This

closure covers all classes including college students, school pupils,
evening classes and student interviews.

The Gardyne Gym & Swim will also be closed.
The Arbroath Helping Hands Nursery will be open as usual.

The closure will not affect any bursary entitlement or any other payments
to students.

Classes should resume as normal from Tuesday 4th February, unless
notified otherwise.

College staff are working around the clock to resolve these issues to
minimise this obvious disruption to students.

Arrangements will be put in place to support any students to catch up on
any work.

Due to our controls around students and staff personal data we do not
believe that personal data has been affected.

We appreciate the ongoing support and understanding from all our staff
and partners to minimise the disruption to students.

A further update will be posted onto our website and social media
accounts at 4pm on Monday 3rd February 2020.

s ii 197 733 comments 1.1K shares
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6. Recovery

How long will it take you to recover
1. Couple of days
A week

N

A few weeks
Months

B~ W
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BCTraining

LIVE ONLINE - BCT Certificate Iin
Cyber Incident Management
(NCSC Certified Training)

Upcoming Courses in 2021:
5th July

6th September

10th November

Next steps?

www.b-c-training.com



Question
S?
Thank you!

Charlie Maclean-Bristol, cmb@planbconsulting.com
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