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Civil Contingencies Act 2004 … Save Lives and Minimise Harm

Local Authorities’ Preparedness For Civil Emergencies: A Good Practice Guide for Chief Executives

Ministry of Housing, Communities and Local Government, November 2018 

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/759744/181116_L

A_preparedness_guide_for_cx_v6.10__004_.pdf

“What does preparedness for civil emergencies look like … A prepared local authority plans for 

emergencies … support could include on the ground community alerting, for example, door 

knocking, checking on vulnerable residents, operating rest centres … .”

“Key considerations when assessing and recording impacts: … identify those citizens that are 

vulnerable or need extra help from the local authority”

“A prepared local authority has plans in place for assessing the impacts of an emergency All local 

authorities should have a clear process for collecting and reporting information, in accordance with 

law, that enables them to deliver their duties. This information may be shared with other resilience 

organisations or the public to save or protect human life and relieve suffering.”

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/759744/181116_LA_preparedness_guide_for_cx_v6.10__004_.pdf


Local Authorities’ Preparedness For Civil Emergencies: A Good Practice Guide for Chief 

Executives Ministry of Housing, Communities and Local Government, November 2018 

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/759744/

181116_LA_preparedness_guide_for_cx_v6.10__004_.pdf

“A prepared local authority has plans in place for assessing the 

impacts of an emergency: All local authorities should have a clear 

process for collecting and reporting information, in accordance with 

law, that enables them to deliver their duties. This information may be 

shared with other resilience organisations or the public to save or 

protect human life and relieve suffering.”

… Don’t Forget The Identifying Vulnerable Persons Bit

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/759744/181116_LA_preparedness_guide_for_cx_v6.10__004_.pdf


❑ Jaywick is a coastal village in the Tendring District on north east 

Essex coast 2 miles south of Clacton-on-Sea and 70 miles north 

east of London. 

❑ 1930s constructions on salt marsh as a Londoners holiday resort. 

❑ Jaywick 1953 coastal floods – 35 villagers (5% of 700 population) 

lost their lives.

Jaywick Sands Today

❑ The most deprived area in England.

❑ 2,500 properties – mainly poor quality housing.

❑ High incidence of Limiting Long Term Illness (LLTI).

❑ Strong migration retirement links with London’s East End. 

❑ Estimated population 7,000.

❑ Coastal Flooding evacuations in 2014 and 2017

Jaywick Sands Context:



2017 Jaywick Sands Coastal Flooding Risk Evacuation

Boots On the Ground door-knocking … 

Paper Records (Property & Person) … 

Snow = Very Wet Paper Records



Emergency Situation Tactical Planning - Key Issues:

1. To plan an effective tactical response you need information/ data NOW … 

you’re planning to Save Lives and Minimise Harm … often with limited  

resources

2. How accurate is the property & persons data provided … boots on the 

ground …… concept of “Ground Truth”

4. How do you record and manage which properties are 

evacuated & which aren’t ?

3. How quickly can you get accurate Vulnerable Persons data to plan & 

prioritise limited specialist care and support resources ?



So What is Essex’s Vulnerable 

Intelligent Persons Emergency 

Response VIPER ?

“Pan-Essex multi-agency secure data-warehouse map-based data 

sharing solution developed jointly with private sector partners  

https://vigilantapps.com/” 

Led by Tendring District Council and adopted/ delivered through the 

Essex Online Partnership (EOLP).

https://vigilantapps.com/


VIPER operates in 2 modes to ensure Data Protection Act 

2018 compliance;

1. A ‘peace time’ pro-active response planning mode where 

all data is pseudonymised (statistics only).

2. ‘Live’ reactive mode where an incident is declared and 

personal and sensitive data is shared.



The Civil Contingencies Act 2004 places a specific duty on category one responders to 

share data with other category one/ two responders during a civil emergency situation 

to more effectively plan and with a view to saving lives and minimising harm.

DPA 2018;

Article 6 is 1(e) “Processing is necessary for the performance of a task carried out in 

the public interest … .

Article 9,  2(c) “Processing is necessary to protect the vital interests of the data 

subject or of another natural person where the data subject is physically or legally 

incapable of giving consent”.

Legal Gateways For Sharing Data



VIPER
Secure  Cloud Platform  Data Warehouse  

Running Complex 

Data-mining Algorithms

Data-mined  Golden  Record Containing;

✓ Name/ Age / Gender

✓ Address, Contact Tel Number(s)

✓ English as a second language

✓ Access arrangements e.g. key safe

✓ Oxygen cylinders at address 

✓ Vulnerability details: mobility, sensory, 

mental health, children, elderly, medical 

equipment dependency, pregnant, 

alcohol/ drug dependancy,

✓ Potentially violent (PV)/ Multiple staff 

visit

Essex Partners 

Address data / 

Persons data / 

Vulnerable Persons 

data (Monthly)

Health Partners data

(TBA)

Encrypted Data In Transit

Incident Declared (METHANE)  

Emergency Planner Draws 

 Area(s) of Effect  within VIPER 

Using Mapping Functionality
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DWP data

(TBA)

for example a Jaywick Unexploded 

Ordnance Cordon

Incident Bronze 

(Operational) 

Commander Is 

Added To VIPER
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Bronze 

(Operational) 

Commander 

 builds  response 

team(s)
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Bronze (Operational) 

Commander & Silver 

(Tactical) Commander 

have full data inventory.

Operational Teams have 

access to immediate 

adjacent data 

(Smartphones/ tablets) if 

within 500m of incident.

Data is  Shared  (GDPR)

Incident Response Text Field e.g. Evacuated, 
Staying Put etc.

Provides  Real Time  Incident response 
Progress  - updates Inventory

 VIPER Updated in  real time  
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Thanks For Listening … Questions ?

Essex Online Partners 

(EOLP)

https://vigilantapps.com/

mailto:jhiggins@tendringdc.gov.uk
https://vigilantapps.com/

