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The quiet young man at heart of £72m
bank fraud

Three months ago, 25-year-old Jagmeet Channa carried out the
most audacious bank fraud in British history. Although found
guilty last week, the young Essex man has refused to name his
accomplices, leaving police baffled by this most mysterious crime

A Jagmeet Channa faces a long prison sentence but refuses to turn supergrass. Photograph: City of London
Police/PA Wire




Life used to be so straightforward.
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Cost of fraud to UK: £137 billion

05TH JULY 2021
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Fraud is costing businesses and individuals in the UK £137 billion each R E 1 9 0 n i
year. That is according to research by the audit firm Crowe. Its 'Financial

Cost of Fraud Report', with the Centre for Counter Fraud Studies
(CCCF) at the University of Portsma 1ts to hou the cost of UK fraud

outh, points to how in every sector of
every country. fraud has a serious and detrimental impact on quality of
life. Yet for many organisations, fraud is a problem that can be tackled, This is more than the Government spends
according to the auditors. The report shows that losses can be, and on health and defence combined
have been. reduced by up to 40pc within 12 months. It is estimated
that, were organisations in the UK to correctly measure and introduce
actions to reduce fraud, savings of up to £55 billion could be made
annually. As a comparison, this sum is greater than the UK
Government’s spend on defence in 2019-20.

aud Increases to over £10ilio

2019 saw the 6th largest
fraud value recorded in the
report’s 33 year history.

KPMG




-
.

&/ /ANSURAR
F

;

ORM

sonal \nformat'\on

ot Name

Jte of Birth

- J,‘rogs



Fraud against the Individual, the Private
and Third Sector

400+ OCG's involved in financial fraud e.qg.
insurance fraud, public sector fraud & money
laundering. Impact can be passed onto customers
in form of increased premiums.

Individual OCGs involved in Investment Fraud and Pension

£9.1bn Fraud.

Impact on victims includes significant loss of
savings/ earnings & personal distress, etc.
Victims can include some of the most vulnerable
members of society.

Third Sector Some OCGs are known to be involved in Charity
£147m Fraud. Known links to Tax Avoidance Fraud and
Terrorist Financing.




Fraud against the Public Sector

OCGs also involved in Money Laundering (e.g. trade
based); Banking and Mortgage Fraud; Benefit Fraud;
ID theft; Insurance Fraud.

Links to other serious criminality including: Violence;
Drugs; Professional enablers, etc.

As above, plus Personal & Business Tax Fraud /Evasion.

Some OCG involvement is suspected, e.g. around
Business Rates, but this is based on anecdotal evidence
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ActionFraud

Mot WA Cobin Gl Moo O REPORTING  TYPES OF FRAUD |
""" 0300 123 2040 """

HOME > NEWSROOM > NEWS

Most vulnerable in society are more at risk of falling vict

NEWS / 16-01-2019

28202 EHEAER

Research carried out by Action Fraud and the National Fraud Intelligence Bureau reveals those
suffering from a mental health issue, an impairment of intelligence and social functioning or with a
physical disability are more susceptible to certain fraud types.
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Victim == OPPORTUNITY
The Routine Activity Theory Classic ¢
Basic Crime Triangle

The After Event Description of a Successfully Completed Crime Cannot be an Opportunity for it

Motivated, Likely and
Capable Offender




THE FRAUD TRIANGLE

Pressure
Motivation or Incentive
to Commit Fraud

Rationalization
Justification of
Dishonest Actions

Opportunity

The Knowledge and Ability
to Carry Out Fraud
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Blog post

Related Themes: Cyber crime, Fraud, Organised Crime

To many practitioners, it cannot come as too much of a surprise that lots of fraud

Published on
24ith August 2016 has its roots in organised crime. But today new research by the Police Foundation
by Michasl Skidmore : -
) . ’ and Perpetuity Research has put a figure on it. We estimate that between 31 and
>
S

45% of fraud is linked to organised crime, much higher than the 15% Identified Iin

previous studies.



SMISHING TEXTS

Smishing texts
offering payments
related to Covid-19,
or claiming to be
issuing fines for
breaching lockdown

PET PURCHASE

Pet purchase scams
requesting advance
payment

SCAM EMAILS

Scam emails supposedly

from government

departments informing

recipients of their
eligibility for a tax
refund and offering
financial support as a
result of Covid-19

FAKE LICENCES

Sale of fake driving
licences by criminals
supposedly from
gOVG(l’\I’T‘.G‘I’ﬂ
departments

EHOHRG VAR

Phishing emails
purporting to be
from service
providers urging
payment information
to be updated

HOLIDAY SCAMS

Coronavirus holiday
scams, including fake
caravan and
motorhome listings.
fake refunds for
cancellations and
cheap travel deals
scams

FAKE TAX EMAILS

Fake tax reduction
emails targeting
students

UK FINANCE

SMISHING EMAILS

Smishing texts and
emails purporting to
be from government
departments offering
tax refunds

SHOPPING SCAMS

Online shoppings
scams due to Black
Friday/Cyber Monday

T0 STOP FRAUD

R

Scam emails and
texts supposedly
from parcel delivery

providers informing
L o c K D o w N recipients of
undelivered parcels

A timeline of fraud and scam events
during the coronavirus national lockdown




Pandemic opportunities

CHEAT Out to Help Out! HMRC arrest COVid" 19 .
three men over fraud linked to Rishi A
n opportunity

Sunak's discounted meal scheme -
plus another three for scams involving for corp Orate
£145,000 in Covid recovery loans frau g

» Three men arrested in London following a fraud probe into Eat Out to Help Out
« Meal discount scheme was in place in August to boost the hospitality industry
» More than 100million cut price meals were bought under Chancellor's scheme

+ Three other men arrested as part of probe into coronavirus bounceback loans

Bounce back loan fraud may only be
a fraction of what was feared

H BBC News

Coronavirus: Arrest over £110k Bounce Back Loan fraud

Coronavirus: Arrest over £110k Bounce Back Loan fraud. 14 August 2020.

1 month ago

3 The Independent

Two arrested over alleged £500,000 coronavirus ‘bounce
back’ loan scam

Two men have been arrested over an alleged scam to claim £500,000
through the government's coronavirus “bounce bank” loan scheme.
Jul 10, 2020




Congressional
Research Service [ INSIGHT |

Infarming the legislative debate since 1914

COVID-19 and Emerging Global Patterns of
Financial Crime

September 4, 2020

Criminal groups around the world are exploiting opportunities for illicit profit during the COVID-19
pandemic. As criminal behaviors shift, so, too, have the illicit financial footprints left behind. As
Congress considers ULS. and international responses to the pandemic, it may also examine the emerging
risks and financial patterns associated with COVID-19-related criminal activity, including cybercrime.

Risk Context

According to the Financial Action Task Force (FATF), an intergovernmental standards-setting body on
anti-money laundering (AML) and counter-financing of terrorism (CFT), as well as other reporting, the
pandemic has contributed to significant changes in the financial behavior of governments, businesses, and
people in many parts of the world. These changes have also introduced new money laundering and
financial fraud risks. For example:

# Economic uncertainty, characterized by high unemployment, business insolvency, and
disruptions in global trade patterns, has mobilized governments around the world to
introduce large-scale emergency financial assistance and stimulus programs. Increased
availability of government funds may challenge authorities to identify fraudulent claims,
as well as misappropriated and misdirected funds due to corruption.

* Voluntary and government-mandated quarantines and stay-at-home orders have reduced
in-person banking activity and increased online banking and remote transactions. This
increase in remote banking has challenged financial institutions to comply with
AML/CFT requirements related to customer identity verification and due diligence.
Financial volatility has driven investors to redistribute assets, resulting in liquidated
portfolios, large funds transfers, and increases in physical cash holdings, safe haven
assets (e.g., gold), real estate purchases, and virtual currencies. Major changes in
financial transaction patterns may obscure criminal activity, particularly when assets are
converted into less transparent and less traceable forms.

SPECIAL REPORT

How is COVID-19 affecting
white-collar crime risks and
enforcement?




How COVID-19-related
crime infected Europe
during 2020

11 November 2020
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Police told not to focus on Covid-19
bounce back loans fraud
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S
w3

Jill Treanor

Sunday March 2| 2021, 12.0lam,
The Sunday Times

Coronavirus

The National Audit Office has said that the BBLS has lent more than expected
ALAMY

Share , f (59

Police have been told to investigate Covid loan fraud only when there is

evidence of links to organised crime.

Up to a third of the £45 billion lent through the bounce back loan scheme (BBLS)
for small businesses, which can borrow up to £50,000, is thought to have been

subject to fraud. Loans are guaranteed by taxpayers.



‘In 10 years' time, people will still be looking for the money, says David Clarke, chairman of the Fraud
Advisory Panel © Guildhawk







AN IDIOT’S GUIDE TO

Money
Laundering







. Priti Patel: Police must take ‘decisive
action’ to stop ‘SELFISH" M25 eco mob

17 September 2021, 06:08 | Updated: 17 September 2021, 09:03

- Eco protesters calling themselves ‘Insulate Britain' blocked the M25 twice this week
- Their actions sparked chaos for tens of thousands of drivers

- Police accused of not clearing the protest group quickly enough and even helping them
into place

- Home Secretary tells police they need to be dealt with 'decisively’
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. EUROPEAN UNION
- SERIOUS AND ORGANISED CRIME
* THREAT ASSESSMENT

VGLOBAL .

!';.!49.!' INITIATIVE

DEEP DIVE

Exploring
Organized
Crime

The European Review of
Organised Crime (EROC)

Studying Organised Crime across
Disciplines, Cultures and Professions

Webinar

Impact of COVID-19 to
counterterrorism &
serious and organised
crime

leed.cepol.europa.eu

21 January 2021

10:00 CET




Changing Times, changing crimes
and changing investigations




The fraud gap
Average number of days from date of offence to charge by crime category (UK, 2017)
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Tasking and
Coordination

The
INTELLIGENCE
paints the
PICTURE

= checking siill on course




The victim experience -
Hidden slide




Victim Impacts from Academic Literature
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Fraud Impact on Small Businesses

Occupational Fraud
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Fraud Methods and Detection
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Accountants and Consultants httpe/freckenen.com

The Business Impact of Financial Fraud
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Mare than % of campanies have been

Financial fraud remains a key issue
for businesses, More than
three-quarters of companies have
been the target of financial fraud,

: g the target of financial fraud
with at least three in 10 having - - 2 SRl
suffered (osses as the result of fraud. w ’w w ? w w w w “ *
B HO N6 16 16 1S N6
:v .. [w’ - 1os:
36% 18% 5 the res of eanclat Wud

Despite this risk, a significant number of
businesses fail to regularly review their
fraud prevention processes, Thirty-six
percent of finance professionals haven't
reviewed their processes in the past year,
while 18 percent have never updated them,

Has your company ever been targeted for financial fraud?

42 9%

N\ 299%

e ey

When did your company last review/update its fraud prevention processes?

a24x
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