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National Economic Crime Victim Care unit (NECVCU) s

L

The (Action Fraud) National Economic Crime Victim Care Unit (AF NECVCU) is a focussed and
targeted service providing victims of fraud and cyber-crime, a consistent national standard of care
and support.

The NECVCU provide a 3 level service which is determined by the vulnerability of each individual
victim.

The aim of the service is to;

» Make victims feel safer and more confident following contact, whilst assisting them to cope and
recover from the crime.

* Provide the best opportunity to significantly reduce the likelihood of repeat victimisation.

» Close gaps in the victim referral and support system, without duplicating work or effort whilst
reducing demand on police forces.
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NECVCU Levels explained e VG

 Level 1 - Victim Contact which gives appropriate support to less complex cases (non vulnerable
victims.) This is provided by the Action Fraud Contact centre and is currently providing a service to
20 forces nationally.

» Level 2 — Victim Care handles more complex and difficult cases (based around an assessment of
vulnerability of the victim). This service is provided by the AF NECVCU based in City of London
Police and currently provides a service to 6 forces nationally.

» Level 3 —Where serious risks of harm present following contact with victims, a police force
response may be required. This local level support focuses on safeguarding and supporting the
most vulnerable at-risk individuals using a multi-agency approach and/or to manage other issues
identified through level 1 and/or level 2 contact (e.g. domestic violence).
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The potential benefit o ECVEY
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« Afocussed and targeted service (to a national standard) will be provided to victims of fraud within
your Force area.

* Victims will be contacted by the phone — which increases the potential numbers who can be
contacted.

« There is evidence that this interaction will not only leave them feeling safer — but the risk of their
becoming a repeat victim will be significantly reduced.

« The model of how this integrates with your Force is a flexible one and can be adapted to what is
already in place — although there is a need to be able to refer certain vulnerable victims for further
contact.

. . - . CITY~LONDON
Proud to deliver an exceptional policing service WPOLICE




ActionFraud

NECVCU
Impact so far
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127,361 victims contacted.

* Vulnerability recognised and addressed.

« Appropriate and necessary Safeguarding support put in place.

« 41 (0.03%) repeat victims.

« An estimated £1, 674, 816.00 of loss prevented (104 since July 2018)
« £955, 725.00 returned to victims.

« The AF NECVCU capture satisfaction rates from victims they engage, this shows a consistent
satisfaction rate of 82% for our level 1 service and up to 87% for our level 2 service.
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Cyber Protect Expert

» Cyber protect expert introduced January 2021

« Acton Fraud NECVCU outbound (Level 1) advisors utilised

« NFIB50A category — computer spyware, malware and ransomware — chosen
« Over 60 age group identified as particularly vulnerable

* Advice on how to change router and wi-fi passwords

* Advice on how to protect themselves from related scams

* Advice on how to identify the tricks adopted by scammers

 Feedback has been positive with some 60% of victims taking advice

* In June the target group was increased to include over 50s

« Based on 2020 figures we anticipate in excess of 2400 victims per year
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Action Fraud communications Developing National Campaings R 5500 525 2040 P

Action Fraud communications aims to:

* Raise awareness about the role and remit of Action Fraud and
encourage people to report.

* Increase public understanding about fraud and cybercrime by
providing advice and support, thereby playing a part in preventing
individuals and businesses from falling victim in the first place.

*  Work closely with partners and highlight the work being done
nationally within the fraud and cybercrime landscape.

* Provide people with the latest information on emerging threats/
trends by publishing real-time alerts, to stop them becoming a
victim.

* Develop and deliver national campaigns focussing on seasonal
demand and high risk, high harm fraud and cybercrime types
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Pet Fraud Campaign AR 0300 123 2045 R

« The campaign launched in July 2021
with the aim of raising awareness
#PetFraud “° of online pet fraud with over £2.5 million
’ lost to fake adverts in 2020 / 21.

Don't get . 4
A — « Capitalising on the rise in people getting
pugged T b 7 pets due to the national lockdowns

Off by caused by coronavirus, criminals have

been posting fake adverts on social

fraUdSte 'S , | -~ medai, online marketplaces and specific

pet selling platforms.

potionfreud AR T R « The campaign achieved

A - 12.2m impressions and 5.2m reach
making it the most successful

pet fraud campaign delivered by Action
Fraud.
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Pet Fraud Campaign
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#PetFraud ‘:’

Could you
spot the signs
of pet fraud?

.
ActionFraud
National Fraud & Cyber Crime Reporting Centre

""" onfraud.police.uk "s"s"s
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Coronavirus Cam paig N SR 0300 123 2040 %
ﬂYE’ n
» Raise awareness of high-risk and * Work with police forces and the
emerging coronavirus-related fraud government to amplify timely and
and cyber crime relevant messaging

« Collaborate with industry partnersto ¢ Raise awareness of the role and remit of
provide clear and unambiguous Action Fraud and encourage people to
protection advice report to the service
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Coronavirus Campaign SRR E300 5 B0 A

Book an appointment using the
NHS e-Referral Service -

Social media assets and messaging i yourcoomauns || NHSVaccination

vaccination

developed as part of the campaign.

‘e i 0 o i i This is a public health message from NHS

As part of the government's coordinated response to Coronavirus,
Use thks service %o confirm your a coronavins (COVID-19) vacdnation NHS s 9 for ¢ on the
basis of family genetics and medical history.

You il need 1o

+ have 2 Goses of the coronavirus vaconation st 2 appointments You have been selected to receive a coronavirus vaccination.
K prointments ot the same time
e, z 90910300 Soru 11\ T WouE 1 Ror GNtBng pea ut Wiee Use this service to confirmireject your coronavirus (COVID-18)
CORONAVIRUS FRONCE Actionfrawd Cybor e ——
TS R e AWare Who can use this service
SCAMS >> NHS - Accept invitation

ly use th servie if you have received an emailsMts
tice. You can not uxe this service for aryone other

>> NHS - Decline invitation

Victims of coronavirus-related scams
have lost over £5 million

Action Fraud has received 2,204 reports from victims of coronavirus-related frauds, with losses totalling £5,341,592,

NOTE: The coronavirus (COVID-18) vaccine is safe and effective.
It gives you the best protection against coronavirus.

Who can use this service
You can only use this service if you have received an emai/SMS

The majority of these reports relate to online shopping scams, often involving items of PPE such as gloves or face UK W "
masks, where the victims purchase goods from legitimate-looking websites set up by criminals. We have also | CORONAVIRUS POLICE gg@;ﬂg g‘xzfé g
received 11,793 reports relating to coronavirus-themed phishing emails. oA
Watch out for scam messages: Shopping online: If you're making a purchase Protect your devices
Your bank, or other official organisations, from a company or person you don't know and from the latest threats:
won't ask you to share personal information trust, carry out some research first, and ask a Always install the latest Contact tracers will NEVER:
over email or text. If you receive an email friend or family member for advice before software and app updates 7
you're not quite sure about, forward it to the completing the purchase. Where possible, use a to protect your devices Ask f
r any form of ment
Suspicious Email Reporting Service (SERS): credit card to make the payment, as most major from the latest threats. SSySutorany oo Bayne
report@phishing.gov.uk credit card providers insure online purchases. Ask you for any passwords or PINs
For more information: actionfraud.police.uk/covid19 | OFFICIAL | Ask any details about your bank account

Ask you to download anything
Ask you to hand over control of your PC

Send someone to your home

actionfraud.police.uk/testandtrace #coronavirusfrauds
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Coverage and feedback e i et
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Lockdown loneliness leads to 600

COVID CONS 7 coronavirus scams to reports of online dating fraud a month sky (X

avoid as Action Fraud reveals victims
have lost £4.7million Sdin|

Around 60% of midsized UK businesses
were hit by fraud in 2020, top new survey

Suggests pyening-Standard

Scammers target Britons in lockdown Sick scammers pretend to be offering

with fake text messages and calls NHS Covid vaccinations in bid to steal
claiming they must pay a fine for

otk bank details T
breachingrules MWailOnline & INDEPENDENT

Action Fraud receives 166 pension scam reports since
beginning of lockdown The Telegraph

I lost all my money in a Bitcoin ‘romance

Warning as £150,000 lost by one scam’ during the pandemic — the health
person in shock lockdown scam crisis is a hunting ground for
DAILY £ EXPRESS cybercriminals @ INDEPENDENT
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Coverage and feedback AR 060 T2 B0
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« Evidence of behaviour change and increased )W
awareness around coronavirus-related fraud and
cybercrime.

« 106m impressions and 37m reach to date

« Supported by the police forces and external
stakeholders including NHS and UK Government.

« National coverage in the Daily Mail, Telegraph,
Independent, Sky News, The Sun, Mail Online,

»
]
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Producing viral content L rau
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This one post achieved,;

[CORONAVIR US | MR Actionfoud Orbe B :
1m+ Impressions

Coronavirus vaccinations

are free of Charge. The NHS AN ale_rt about a new and
will never: emerging vaccine scams went
. viral. This was one of our most
ask for your bank account or card details | t hich led t
i ) popular posts wnicn lea to
| I l ask for your PIN or banking passwords .
vaccine scams articles on ITV, The Sun,
il i adbiais Independent and Daily Mirror.

ask for documentation to prove your

et identity, such as a passport or utility bills The alert was shared by the
Metropolitan Police, Greater
Manchester Police and the NHS.
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Action Fraud Alerts

ActionFraud
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440300 123 20405,
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L 24/7 LIVE CYBER REPORTING
A F

OR BUSINESSES -
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Alerts Service Evaluation e L

88.1%

Relevant to what | want

95.9%
Informative

86.9%

Timely

90.5%
“ Important l 6

96.8% W 38.3%

Easy to understand Relevant to my area

IM PACT 647 have changed their behaviour

62% confidence in the police has increased
Evaluating the effect of the

Messages over 12 months 79% find it easier to spot a scam

National Alerts Survey (March, 2020)
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