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Outline

• Co-ordinating a successful fraud awareness campaign: tools for success

• Creating an effective social media campaign to raise awareness of fraud risks and encouraging the 

public to report suspicions

• Working with partners to create a regional campaign to fight fraud together

• Supporting employees to come forward and report cases of fraud

• Embedding a holistic fraud prevention approach organisation-wide



What is the strategy / approach to counter fraud
Ambition is to be an Excellent Council and Excellent Fraud Team

• Our resources will be managed effectively

• We will create a workforce for the future

• We will design our services with service users

• We will use data and technology more effectively

• We will actively performance manage our services

Our Strategy is to fight fraud and corruption by:

• Acknowledging and understanding our fraud risks

• Having the right capacity and competencies to prevent and pursue our fraud response

• Having robust Counter Fraud Governance arrangements embedded throughout the organisation

• Capability, Capacity, Collaboration, Communication, Competence, Culture, and Innovation are pivotal, to

help our ambition to be an excellent fraud service

As part of our strategy, we have a holistic fraud approach:

• Criminal

• Compliance

• Counter fraud awareness and Education

• Partnerships
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Insider Threat or On Your Side?

• Fraud Lead - provide advice/guidance and support

• Insider Threat Lead

• We need our own house in order !

• Maintain an Operational fraud risk register 

• Fraud risks embedded into Service risk registers

• Internal/Employee Fraud is included as an action within our annual Fraud Delivery Plan

• Internal/Employee Fraud is part of our Campaign/Fraud Communications Plan

• Fraud proof policies and new initiatives/processes

• Maintain a fraud register of all referrals, investigations and outcomes

• Annual review and awareness of our Whistleblowing Policy (Confidential Reporting Code)

• Horizon scanning

• Internal alerts process

• Publicity including employee fraud

• Fraud Team – firm but fair, approachable, TRUST
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Counter Fraud Awareness and Education

• Acknowledge and Prevent themes

• Counter Fraud Governance arrangements

• Senior leadership and Audit Committee and Members support

• Fraud & Corruption added to our Corporate Risk Register

• Maintain an Operational fraud risk register

• Periodic fraud risk surveys across every Service area

• Fraud risks embedded into Service risk registers

• Allocate resources to tackle them – shows we take fraud seriously

• During the pandemic, our shift focused to Covid-19 frauds/scams whilst Fraud was added to our

Covid-19 risk register

• Members Fraud Awareness

• Durham Managers programme – Counter Fraud

• Fraud Awareness programme – general and high-risk areas

• First line of defence
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Fraud Awareness Campaign
• Internal Fraud Partnership with Communications & Marketing Team

• Documented Plan with key milestones and responsible officers

• Constant review and refresh 

• Design and Print – publicity materials that everyone aware of

• Stamp out Fraud

• Fight Fraud Together

• Embedding our anti-fraud culture, making it everyone’s business

• Fraud Risk themes and publicity materials and timetable

• Social Media Campaign

• Customer Access Points

• Fraud Landing Page – website and intranet

• Fraud & Scam mailing list

• Partnership team events

• Bus advertisements

• Fraud video

• Infographics, email banners, pull-up banners, pick-up cards, pens, sweets…
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The ‘Durham Partnerships’

• Durham Constabulary

• OCG Disruption Panel and Gold Command, 

(Police, Fire, HMRC, DWP, NERSOU, Environment Agency, HSE, DVSA, Immigration)

• Tenancy Strategic Partnerships with six Registered Social Landlords 

• North-East Tenancy Fraud Forum chair

• North-East Regional Investigators Officers Group chair

• North-East Regional Fraud Hub lead

• North-East Fraud Forum

• Zurich Insurance

• External Training Provider

• Fighting Fraud & Corruption Locally Regional Rep and National Steering Group

• National Investigation Officers Steering Group

• Regional Trading Standards

• Business as usual partnerships i.e. numerous other partnerships
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Regional Campaign

• North-East Tenancy Fraud Forum Fraud Week

• Regional Tenancy Fraud Conferences

• North-East Regional Investigators Officers Group Fraud Week

• Joint Press Release

• Joint Publicity Materials

• Social Media, Websites, Internal & External Communications

• Regional hashtags

• Regional Risks and how we tackle Fraud 

• Regional Training

• North-East Regional Serious & Organised Crime Unit

• External and Internal Partnerships involved
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Fraud Campaign & Communication Plan



Fraud Campaign & Communication Plan

https://www.youtube.com/watch?v=PiOH8B-vGm8

https://www.c
onnectedlocal
government.tv
/post/counter-
measures-3-
durhams-
fraud-strategy-
pulls-45m-
since-2015)

https://www.youtube.com/watch?v=PiOH8B-vGm8
https://www.connectedlocalgovernment.tv/post/counter-measures-3-durhams-fraud-strategy-pulls-45m-since-2015


Key Lessons and Tools for Success

• Have a plan / strategy with ongoing monitoring

• Have ‘buy in’ from key officers and across the Organisation

• Keep it simple – will people notice it and remember it

• Constant review and refresh – otherwise becomes the norm

• New fraud access channels

• Demonstrate to the public and employee's fraud reports are taken seriously

• Trust is important

• Value for money and invest in prevention

• Measure your success: number of fraud reports, number of views, number of attendees etc.

• Can’t put a value on awareness and education

• Need some budget, but can be done with low cost

• Partnerships and Regional Campaigns can be more powerful
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Summary
• Embedded a culture of fraud being everyone’s business 
• Senior management, Audit Committee and Leadership support
• Fraud & Corruption included as a Corporate Strategic Risk & Services
• Innovation and Best Practice at forefront of our Fraud Plans
• Fraud Communication Plan and Campaign doesn’t stop
• Durham Partnerships
• Training & Development Plan to ‘grow our own’ 
• Invest in the Corporate Fraud Team as Value for Money
• One team ethos
• Reputation and Trust 
• Excellent Council Ambition and ours to be an Excellent Fraud Team
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