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The Internet and IoT

• WWW has inadequate rules and moderation (other than http/html).

• Lack of unified security standards across IoT:

• Difficult to enforce restriction and assume amicable usage
• Cloud account sharing.

• Perception of where monitoring for “care” ends and surveillance begins.

• Surveillance can be entrenched over years of a relationship; gaslighted/brainwashed to 
believe that this is “normal”.

• IoT devices can be exploited so easily to stalk victims from anywhere in the world, around the 
clock.
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Cyberstalking

• Term used to highlight multitude of tools stalkers use to continue imposing contact on 
victims.

• Veritas currently receives around1,000 referrals each year that they we accept for support, of 
which in excess of 90% have a cyberstalking element.

• Of those service users experiencing cyberstalking, the number of cyber incidents rose by 75% 
during the pandemic lockdown months with cyberstalking methods becoming more diverse 
over the same period.

• Cyberstalking is posited to evoke negative emotions such as fear, distress, concern or 
helplessness (Al–Rahmi et al 2019)

• Ex-intimate partner cyberstalking is perceived by the general public as less dangerous than 
stranger stalking (Scott et al, 2010).
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Ethical Interventions

• Direct threats and unwanted communications via email and other routes.

• Controlling/hijacking victim’s accounts and denying service (DoS).

• Creating fake profiles to regain contact; perception of anonymity (VPN).

• Tracking and surveillance by either hardware or software (or both).

• Discrediting victims and releasing sexual images/personal information without consent 
(“revenge porn”/doxxing) to knowingly affect reputation etc.

• Maintaining unwanted contact through children or using children for surveillance.

• Targeting victim’s family and friends due to blocking communication channels.
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The Evolving Landscape

• Cyberstalking and general online abuse is getting worse as tech becomes bigger, speeds 
become faster, and people become more tech savvy.

• We need more education in schools, workplaces and the community.

• There is a need for specialist support groups to help victims of cyberstalking deal with the 
impact of this “always switched on” crime.

• The harms of cyberstalking are not new or surprising and should be anticipated by 
manufacturers of IoT products and apps.

• Top social media platforms need to be held accountable under the Online Safety Bill (when 
finally gaining Royal Assent) and there need to be repercussions for safety failings.
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