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A short history of facial recognition software

Foundations

Early conception of using human
faces to create personalised
algorithms.

Manual measurements and input of
facial features.

Automation

Mathmatical approaches emerged,
such as ‘Eigenfaces’ and principal
component analysis.

First demonstration of real time
facial recognition.

1980 — 1990s

Practical application

Large training and testing dataset
made public

Use in airports, private sector and
within law enforcement.

Revolution

Al and deep learning revolution.
Larger datasets and computional
power advances.

Private sector success.

Widespread

Reguar practice within smartphones
E&W policing trials

Judicial challenges and ethical
debates
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What is next?

? FR software uploaded to existing
camera networks

? Use of FRT in police bodycameras

? Attendance at work

? Attendance and engagement at
school

? Use in medical settings and
hospitals

Current

Boom in Al and have continued to
advance facial recognition.

- Personalised marketing

- Security features

- Recognition of people within
your images
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Live Facial Recognition
Scans of faces from a live video stream are
compared to scans from a pre-selected database
of images (watchlist), creating real-time alerts.

Retrospective Facial Recognition
The comparison of still images of faces against an
image database to identify them.

Officer Initiated Facial Recognition
Compares an image of a face taken by the
officer with facial images from a pre-selected
database of images (watchlist).
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LFR Process

Watchlist . .
created
Scan compared
‘ to scans from ‘
‘watchlist’

(Information Commissioner’s Office, 2019)
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Understanding and utilising LFR

Uses: Watchlists include:

Live events

* Wanted by courts

Public spaces .
» Suspected of a criminal offence

Real-time

* Location restrictions
Dynamic and fixed

Reassure the public * Missing persons

Further source of information * Presenting risk

Face coverings (NIST, 2020; BBC, 2021) » Victims, witnesses and close associates

(College of Policing, 2022)
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Human rights

Human Rights Act 1998
Article 8 — Right to a private and family life
Article 10 — Freedom of expression

Article 11 — Freedom of assembly and association

Article 14 — Non-discrimination
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The Legal Framework for LFR

Common Law
Data Protection Act 2018

Biometric data - ‘personal data resulting from specific technical processing relating to the physical,
psychological or behavioural characteristics of a natural person, which allow or confirm the unique
identification of that natural person, such as facial images and dactyloscopic data’

Protection of Freedoms Act 2012
Surveillance Camera Code of Practice

Information Commissioner’s Opinion

College of Policing APP
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Equality and LFR

s149 Equality Act 2010 — Public Service Equality Duty
R (Bracking) v Secretary of State for Work and Pensions - PSED is a positive and continuing duty
R (Bridges) v Chief Constable of South Wales Police [40] — PSED does not differ for trials

Algorithmic performance and disproportionate error rates

(National Physical Laboratory, 2026; MPS, (n.d); Fussey and Murray (2020); Fussey and Murray
(2019); Biometrics and Forensics Ethics Group (2019))

Watchlist formation

Locations
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Predictors of Public Support

Public trust /
police legitimacy

Privacy concerns Crime concerns

(Bradford et al., 2020)
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Strategies for improving community perceptions of LFR

Community advisory panels — trust is localised
Public success stories

Publicly available data
Algorithm testing

Breakdown of each deployment and demographic

Media role

Independent oversight or audits

Consideration of crime types and seriousness
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