Creating PSHE curricular for
online safety and wellbeing

Jenny Fox — Senior Subject Specialist
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: M = Understand statut
Session aims:  "ugenaseney
people’s views for online

safety education

= Explore frameworks for
embedding online safety into
PSHE across all age groups

" Making learning safe and
effective; how to navigate
sensitive and complex topics
In online safety
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What are schools required to teach?

Online safety and awareness: Primary
« Age requirements for joining social media sites

« About sharing information about themselves online,
including using privacy and location settings

« Online risks, focusing on how content can be circulated
online and “there is no way of deleting it everywhere and
no control over where it ends up.”

Wellbeing online: Primary
« To compare online and offline relationships
» Risks related to gambling, video-game monetisation and scams

» Taking a critical approach to online content and mediq,
including social media
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Department
for Education

Relationships
Education,
Relationships and
Sex Education (RSE)
and Health Education

Statutory guidance for governing bodies,
proprietors, head teachers, principals, senior
leadership teams, and teachers

July 2025
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What are schools required to teach?

Online safety and awareness: Secondary

Characteristics of social media, including fake accounts,
posts created with Al and extreme views.

Serious risks of sharing material with others online, including
images

That the internet contains inappropriate or illegal content,
including misogynistic content, violence or use of weapons

That social media can lead to escalations in conflicts

That technology and social media can be used to bully,
harass, stalk, or control

How websites share and collect personal data about users
About online scams including sextortion
About Al chatbots the risks they pose
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What are schools required to teach?

Wellbeing online: Secondary

The benefits of limiting time spent online

Risks related to online gambling and gambling-like
content within gaming

How advertising and information is targeted at them

Being a critical consumer of information; misinformation
and disinformation, and conspiracy theories

lllegal behaviours online, including drug and knife supply

Risks of viewing online content that promotes self-harm,
suicide or violence

s
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leadership teams, and teachers
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On using Al

Girl, 17

“It's not just for schoolwork, but
like anything really... if | don't
know how to go about a certain
situation, and | don't really want
to bug somebody else with it...
I'll ask ChatGPT and | feel like it
does usually give good advice.”

“I feel like I've never really not
trusted it. I've only ever gone
with what it says.”

Boy, 16 PSH; | ASSOCIATION

“It gave an answer [for calorie tracking] and
we went to McDonalds and it was completely
wrong about everything it said.”

JULY 2025

Me, myself
and Al:

Understanding and
safeguarding children’s
use of Al chatbots

Boy, 14

“What | like most about them is that they can interact
with me specifically in a way that even if | can't talk

to someone right now because everyone’s offline or
everyone'’s out...| could just go and actually feel like | can
socialise with someone. Even if it's not a real person all
the time, that'’s okay, because not everything has to be
exactly real.”

“I've actually never had a conversation
with teachers about it. Obviously they
teach you about internet safety and
stuff... but never been taught about Al
or spoke about Al.”

2026
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On Al-generated CSAM (deepfakes)

€ Sommissionen - “I've seen some advert | believe on TikTok, where it's like
basically showing someone with their phone, like
recording someone, and then they're showing like [...]
T~ they're wearing like a dress or something, then

sexually explicit deepfakes underneath they're showing them in pants after.” Boy, 16

“One day this could happen to me”

April 2025

’ “So like if you say ‘no, | don't like you' | think it's now

becoming more commonplace for them to say, ‘OK,
well, I'm going to make a deep fake of you and ruin
your life because you rejected me'.” Girl, 18

“I feel like girls would be scared [...] I'm somewhat
worried that, like, one day this could happen to me.
Like, it could happen to anyone around you and like
with how good is like Al is getting, they wouldn't know
whether it's real or not. It's kind of scary.” Girl, 16

“I don't think anyone hates
me enough to.” Boy, 17
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On video-game monetisation

In some games there'’s like a loot
box culture where everybody
buys loot boxes and once you
buy one, someone... comes and
wipes out everything that you
bought... so you end up feeling
really depressed because you
spent a load of money and then
lost it all.

So then you're drawn info buying
more and more to stop that
happening again, and it gefts
into a vicious circle. Boy, 12

The Rip-Off Games
How the iness model of online gaming exploits children

) B {
]b}h ASSOCIATION

They make hard levels cos they
know you can't do it so you
have to pay. You would just be
stuck on the same level, you
couldn’t do anything. You get
bored of doing the same level
over. The game loses its fun.
Girl, 12

When games release early access
passes, it preys on children because
children are not normally patient so
they just want the game and will
pay £50 for it. Girl, 12
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Year 1

Year 2

Year 3

Year 4

Year 5

Yeor 6

Primary PSHE Education | Long-term overview

Early years foundation stage: For guidance and resources to support foundational learning before key stage 1,

see our growing bank of EYFS materials.
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| Money and work

Me, my friends and Mental health and mungheunhyhubns" Makhgchdoesonlne
belonging wellbeing

Mental health and Exploring ways to ‘Forn'lhgmsped'ﬁjl Money matters and
wellbeing manage risk relationships news literacy
Friendships, Mental health and Positively engaging Respecting
stereotypes and wellbeing with our world boundaries

bullying

Mental health and Managingmoneyand | Changesinpuberty  Drugeducation:
wellbeing online spending (and sex education) assessing risk and

managing influences

’ Keeping safe out and . Looking out for each
about other
Me, my body and  Families and growing
growing up together
Safe connections Embedding healthy
online habits and learning

first aid

Developing our Al Looking to the future
literacy
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Year7

Year 8

Year 9

Year 10

Year 1

Secondary PSHE Education | Long-term overview

Autumn1 \ Autumn 2
Emotional wellbeing: Friendship and
managing change bullying
and transition

Health and wellbeing Personal safety and
managing risk

Mental health and Careers and future
wellbeing choices

Independence, health Navigating the online
choices and wellbeing world

Life-long wellbeing Drugs and personal

PSHE Education Curriculum Model | Lastupdated 12th February 2026

Spring1

Families and changing
relationships

Belonging and
community

Drug education

Friendship, diversity
and challenging
extremism

Safe relationships and
sexual health

| © PSHE Association 2026

Statutory RSHE StattoryRSHE | Economic Wellbeing & Careers

Spring 2 Summer1 |
Puberty and keeping Influences on
safe relationships

The online world

Managing risk in
relation to the law

Managing influence

Families, fertility and
pregnancy

Healthy and unhealthy
relationships

Intimate sexual
relationships

Exploring consent and
recognising abuse

Online financial
harms

Economic Wellbeing & Careers

Summer 2

Financial decisions

Managing money

Navigating online

harms

Study, work and
careers
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Year 8

The online world KS3-4
This unit helps students to e o o Under the influence
recognise how their behaviour i

can be manipulated online, % : Mmoo,

through algorithms and Online financial harms . o

targeted content. It helps _ o '.?:,’:}::-fh,_, Sand g,

students assess how online KS3, lesson 1: Click and pay: Phones and financial risks et vy ;::"’““”%». %:"Ciq ,risk

platforms generate income

through users.

Suggested lessons:

Online financial harms - KS3

L1: Click and pay: phones and
financial risk

Reducing the impact

L2: Gaming, social media and ; . :
Igorithms: The pressure t What could social media 2e 0 mediacampaniss
a I - (o] ight:
" platforms do to reduce m]g,
spend online negative impacts2 Signpost more support
. Set fime limits
L3: Money matters: Seekng Include warnings about
help and support content being one-
sided or misleading
Under the influence - KS3 Take down
LEThe R of infl " inappropriate mcf_erial
Change the algorithm
L2: Feeding the algorithm
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What are the principles of P | rsociumon
developing online safety lessons?

¢ )\ (;

~

hen teaching sensitive topics, teachers ffective, high-quality teaching will
can use approaches such as distancing break down core knowledge and
techniques, setting ground rules with the skills... including opportunities for
class to help manage sensitive pupils to practise skills so that they
discussion, and using question boxes 1o will be confident to use them in real-
llow pupils to raise issues anonymously. life situation:s.
\C AN /
/Pupils should also understand where A Teachers should avoid language
they can report any concerns and seek which stigmatises boys or suggests
help, including to external services if that boys or men are always
they do not feel comfortable talking to perpetrators or that girls or women

school staff. are always victims.
\ 4
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What are the principles of
developing online safety lessons?

* Situate online content to build on learning students have already embedded;
relationship values, consent, mis- and dis-information, prejudice and discrimination

* Encourage meaningful, deep discussions about ethical behaviours and critical
thinking; avoid simplistic ‘just don’'t do it" messaging or perpetrator/victim narratives

* Avoid focusing on worst case scenarios; instead, present relatable, realistic situations
where young people can explore possible choices and consequences

* Empower young people with understanding of the law, their rights, and tools to
support them online; focus discussions on how we can all be part of the solution

* Don’'t demonise all technology; take a non-judgmental approach whilst recognising
the power of algorithms and online manipulation
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Teacher guidance

KS2-4

Digital deception:
Understanding deepfakes

*Please read this guidance
before teaching the lessons

Da
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Six lessons for pupils in KS2-4

Exploring the ethics of Al-
generated image-sharing, building
on learning about consent

Giving teachers confidence to
manage discussion effectively and
sensitively

“These lesson plans give teachers and
young people the straight up facts
and confidence they need to deal

with an online world where sadly they

could become a victim of deepfakes
and intimate image abuse.”

Jess Phillips MP - Minister for Safeguarding
and Violence Against Women and Girls
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Thank you for listening!

“ @pshe-association.bsky.social m PSHE Association
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