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Making life safer online for children in the UK
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Protecting all users from illegal content

/ IH Statement covers illegal \
offences including:

« Child sexual abuse Threats to kill and public
order offences (including

« Terrorism harassment and stalking)

 Encouraging or » Sexual harms
assisting suicide (including sexual
exploitation and non-
consensual sharing of
intimate imagery)

 Fraud & financial
crimes

« Buying/selling offences * Assistingillegal

\ immigration /




Protecting all users from illegal content

Understand what drives the - : :
. . . com Register of Risks
risk of illegal harm online

Providers to assess and . .
. . . Risk assessment guidance
monitor risk of illegal harm




Highly effective age assurance

Technical accuracy

[ Non-exhaustive list of kinds of age assurance capable of being highly effective ]




Children’s access assessments

Is it possible for children to normally the service or part of it?

child user condition



Protecting children from harmful content

Services likely to be accessed by children should...

|

Primary priority content

Pornographic content
Suicide content
Self-harm content
Eating disorder content

\

/ Priority content

\_

Violent content

Hate and abuse content

Bullying content
Harmful substances
Dangerous stunts and
challenges

ﬁ\lon-desig nated contenﬂ

Content not PPC/PC
posing material risk of
significant harm to
and appreciable
number of children
Body stigma and
depressive content




Protecting children from harmful content

1. Strong governance processes

@ 2. Robust age checks
6. More choice and support
The PoC Codes

recommend over 40
measures services can

take to protect childre
3. Safer algorithms
5. Trusted user reporting

4. Effective content moderation



Women and girls’ online safety

The guidance focuses on four kinds of online gender-based harms:

Misogynistic Pile-ons & Stalking &

coercive control

Image-based

abuse and sexual coordinated

. sexual abuse
violence harassment




Women and girls’ online safety

The guidance sets
out nine actions for

services

Taking responsibility
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Action 1:

Ensure governance
and accountability
processes address
online gender-based
harms

Action 2:
Conduct risk
assessments that
focus on harmsto
women and girls

Action 3:

Be transparent about
women and girls’
online safety

Preventing harm
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Sensitive
content

Action 4:
Conduct abusability
evaluations and
product testing

Action 5:
Set safer default
settings

Action 6:

Reduce the
circulation of content
depicting, promoting
or encouraging online
gender-based harms

Providing support

A Savecontent
© Report content

Action 7:
Give users better
control over their
experiences

Action 8:

Enable users who
experience online
gender-based harms
to make reports

Action 9:

Respond appropriately
when online gender-based
harms occur



Deep dive: A

Specific kinds of content
harmful to children




Building the evidence base

One Click Away: A Study on the Preva
icidal Self Injur icide,
Disorder Content Accessible by S

AUTHORS

Online Content:
Online Nation Qualitative
Report 2025 Research

Experiences of children encountering
online content relating to eating
disorders, self-harm and suicide

Published 10 December 2025 March 2024
Ipsos UK and TONIC Research
Welsh version available

Children’s Media Lives 2025

Over a decade of longitudinal research

A report for Ofcom

[REVEAUNG [ITYNARY




VViolent content

Content which encourages, Examples Ofcom considers to be harmful violent

promotes or provides content:

instructions f n t of * Promotes or glamourises the carrying of weapons
u Oranacto * Depicting multiple people beating up an individual

serious violence agai nsta * Depicting an act of physical violence towards an animal
person; content which depicts
real or realistic serious violence Examples Ofcom considers not to be harmful violent

. . . content:
,ag.a]nSt’ o deta“ed' g_raphlc * Depicts or references violence but does not actively encourage it
injury of, a person, animal or * Depicting professional or licensed sports
fictional creature. * Charitable or animal welfare content

Additional context:

* Journalistic content or content of democratic
importance

* Violence in games



Bullying content

Examples Ofcom considers to be harmful bullying content:

. * Persistently or repetitively targeting individuals or groups, and which is
targeted aga]nSt d offensive or otherwise harmful

person which conveys a Serious threats or aggressive behaviours

serious threat, is * Group humiliation or harassment in online public spaces
humiliating or
degrading, or forms

Includes content

Examples Ofcom considers not to be harmful bullying

. content:
part of a campaign of * Content which raises awareness of bullying
mistreatment. * Depictions or descriptions of bullying in dramatic contexts

Additional context:

e Context particularly important

* Individual content in a wider
campaign of mistreatment



Abuse and hate content

Abuse content targets the
characteristics of race, religion, sex,
sexual orientation, disability or gender
reassignment.

Hate content incites hatred against
people of a particular race, religion, sex
or sexual orientation; who have a
disability; or who have the
characteristic of gender reassignment.

Additional context:

* How it is encountered, not intention of poster
* Range of actors

* Substitute terms to evade moderation

Examples Ofcom considers to be harmful

abuse and hate content:

* Objectifying and/or demeaning a person based on
listed characteristic

* Repeating harmful and discriminatory ideas about
groups, to encourage others or justify hate

Examples Ofcom considers not to be harmful

abuse and hate content:

* Educational content and personal accounts of abuse
or hatred

* Counter-speech



Examples of mitigations

ﬂasures that apply to all services,
all kinds of content

« Strong governance and

accountability

« Robust content moderation

« Easyto use, easy to access and

<

« Clear and accessible terms of service

transparent reporting and complaints

fh

/Safer feeds

/

Remove potential PPC from children’s
feeds

Remove or give a low degree of
prominence to potential PC and NDC in

children’s feeds

~

/

User control measures

Offer children the option to block/mute
others’ accounts

Offer children the option to disable
comments

Offer children option to accept/decline

invites to group chats




Harmful online content: how to
report it and where to get help




Reporting harmful online content

Ofcom cannot respond to or investigate individual complaints about online content.

If you, a patient or someone you know encounters illegal, harmful or upsetting online you/they should be able to
report the content directly to service. Information about how to do this should be on the services’ website.

You can seek further support or advice from:

* Report Harmful Content for advice and support on reporting most types of harmful content (including llA).

* Report terrorism for terrorism content and Counter Terrorism Policing for suspicious activity.

* Internet Watch Foundation for content that shows the sexual abuse of children. You can report anonymously and
confidentially to the Internet Watch Foundation (IWF). The IWF works with platforms worldwide to arrange for child sexual
abuse content to be removed.

* Report Fraud is the reporting centre for fraud and cybercrime in England, Wales and Northern Ireland. Reports of fraud and
any other financial crime in Scotland should be reported to Police via 101.

* True Vision for reporting hate crimes.

* The Child Exploitation Online Protection (CEOP) Command if you are a child worried about being exploited, abused or
groomed online.

* The NSPCC for any other concerns for the safety and wellbeing of a child in the UK.




