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EXTREMIST ACTIVITY ONLINE:
RESPONDING TO ONLINE HARMS,
RADICALISATION AND PLATFORM
ACCOUNTABILITY.

Zubeda Limbada,

Director at ConnectFutures
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We have worked
directly with over:

274,414 young
people

54,990
practitioners
and community
members

reached
Mmillions online



SAFEST ONLINE SPACE IN
THE WORLD?

Online Safety Act and extremist content -

* From content to systems: The Online Safety Act shifts
responsibility onto platforms' systems and processes (risk
assessment, design, moderation duties), not just takedown of
individual posts.

* The ‘legal but harmful’ blind spot: Its enforceable duties target
illegal content, but does not address material that can radicalise,
nor the divisive, hateful spaces that algorithms reward for being
extreme.

« Axel Rudakubana case analysis: Even post-Act, his online

footprint (mass-violence searches, terror-attack content, social -
media posts flagged as possible radicalisation) was sub-criminal - ®

assessed as "not CT relevant" - exactly the legal-but-harmful . o
activity the Act struggles to reach. I ‘
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Over three-quarters of UK adults agree that it's
iImportant to check different sources for news. O o

A quarter of UK adults say they have used a fact
checker website or tool at least once Understanding

When asked to decide which statements about misi nfor!natlon: an .
current affairs were true or false, three in ten UK exploration of UK aduilts

adults believe that there is a single group of behaviour and attitudes

people who secretly control the world together,
and a similar figure believe that there is

o . . Making Sense Of Media, Ofcom
significant evidence of large-scale election fraud.

Four in ten are sceptical of conventional news Published: 27 November 2024 |
production processes and only one-third agree
that journalists follow codes of practice
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HARMS:THE MOMENT WE'RE IN

The centre is evaporating: polarised public
sphere is increasingly normalised

Eroded trust in institutions, media, each other
Information disorder: mis/dis/mal-information
Rising Islamophobia, antisemitism, anti-migrant

hate | a2

Nihilism? Misanthropy. MUU? Hybrid extremism e & 5 {?

Summer 2024 riots. symptom, not aberration o

Post-truth politics, populism, performative

outrage

Impact falls hardest on minoritized and

N2 o .
%F marginalized communities and youth



Y Elon Musk &
: @elonmusk

Civil war is inevitable

4:.07 AM - Aug 4, 2024 - 9.7M Views
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17-year-old Ali Al-Shakati arrested in
connection with the stabbings in
Southport, England
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EXPLOITING HATE, GORE, MEME CULTURE
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IMPACT: ALGORITHMIC HARMS?

Dylann Roof, a 21-year-old white
supremacist, killed nine Black
worshippers in Charleston in 2015.
His radicalisation began online after a
simple Google search about “Black-
on-white crime.”

Search and recommendation
algorithms led him to racist
propaganda and extremist forums.
These platforms reinforced his beliefs,
creating a feedback loop of hate and
misinformation.

Algorithms didn’t cause his violence,
but they amplified and accelerated
his path to it.
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DIGITAL CITIZENSHIP

Challenging the idea that online vs. offline ; =
is different MR

Raising awareness of the consequences of
online behaviour, both pro and anti-social

Making people want to be kind online

Applying positive qualities like empathy
and critical thinking to online content as
well as offline content




DIGITAL CITIZENSHIP V. MEDIA LITERACY

As professionals it is important to know about both Media Literacy and Digital
Citizenship

When a person is a good digital citizen, they:

Have the will and desire to create positive online
environments

Are more likely to consider how their behaviour
contributes to positive online spaces

Have positive and safe online relationships

Do not share mis/dis-information

Have the inclination to respond safely to online
harms

Understand the consequences of online

behaviours

When a person is media literate, they are:

More able to understand media and its associated
narratives

More able to use media and tech safely

Better at understanding of algorithms

Better at understanding of mis/disinformation and
Al

Better at critically engaging with different media
sources

Better at understanding different social media
platforms and how they work




SPOTLIGHT: BIRMINGHAM/OFCOM MEDIA LITERACY
PROGRAMME: 2025/26/2]7
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SPOTLIGHT: MOPAC FAKE NEWS/BRAVE
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PROG/PRU’s (LONDON) 2023/4/5/6

-A_\U SuPPORTED BY
FUTURES =, MAYOR OF LONDON

PROGRAMME GUIDE 25/26

BRAVE: BUILDING
RESILIENCE
AGAINST VIOLENCE

AND EXTREMISM

FREQUENTLY ASKED
QUESTIONS
What are the appropriate settings for
this programme?
PRUS, alternative settings, community
®  youth settings and mainstream schools
(primary and secondary)

What age groups is this appropriate

for?

@ The programme can be differentiated
for young people aged Yr 5-13. Slides
are age appropriate

9 Is this session appropriate for
students with additional and
®  complex learning and

against violent extremism, deepening understanding and
building resilience in practical, real-world way, with two
expent facilitators, The workshop is rooted in lived
experiance - bringing the value of first hand, lived

f victims and -top!
insight and international research.

WORKSHOP OUTCOMES

Dispels myths and glamorisation relating to gang
violence and viclent extremism

Considers how perpetrators recruit young people,
including online, social media & through gaming,
and what they can do to stay safe including mental
health, and neuro-diversity.

Helps children and young people have greater
awareness of the realities and issues surrounding
gangi drugs, violence, ism and
radicalisation,

Learn about strategies and signposting to help
avoid the risk of becoming involved in these
activities

Schools, colleges and community settings are
supported to tackle issues that they may feel less
equipped to deal with, without the adverse publicity
of being seen as ‘having this problem’

needs?

Ves. This programme can be
differentiated to suit multiple
audiences.

? What is the maximum number of
young people who can attend each
®  ession?
The session is suitable for assembly-

DELIVERY OVERVIEW

appropriate d v date betiw
October 2025 - March 2026
PROGRAMME COSTS: FREE
DELIVERED BY CONNECTFUTURES IN

PARTNERSHIP WITH THE SHARED
ENDEAVOUR FUND

Contact us: [nfo@connectfutures.org
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www.connectfutures.org
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OFFICE FOR POLICING AND CRIME
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PROGRAMME GUIDE 25/26

SEEING THROUGH
THE HYPE: FAKE
NEWS AND HOW TO
RESPOND

This pregramme (s for young people in mainstream, PRU
or SEND settings with low-medium support needs (e.g.
Autism, ADHD), to support their responses to harmful
and hateful content online and offline. It is a development
of our successful Fake News, Extremism and Truth

and s run in the Mayor of
London’s Office for Police and Crime.

LEARNING OUTCOMES

To undermine, de/pre-bunk powerful and impacting
@extremist narratives, most notably related comunity
disorder, hate and extremism, using logic,
differentiated critical thinking curriculums

To bulld resilience to harmful mis/disinformation and
behavioural habits online

To provide skills to recognise hate - specifically
related to the common narratives they encounter

To increase VP confidence in reporting/avoiding
(when and safe)

To suppert YPs to identify healthy relationships,
especially related to identity catagories of race and
gender, e.g. what do healthy relationships look like
with people of different genders look like? How can
you develop happy and fulfilling relationships with
individuals who are different to you?

SESSION OVERVIEW

Session 1: Online and Conspiracy - a focus
on the spaces/places conspiracy is rife,
how young peaple use them, what is
valuable about those spaces and what
kinds of discussion happen there.

Session 2: Challenging extremism online

Participants will learn how extremist
ideas are presented as 'truths’ or
‘alternative facts’ and develop strategies
for [dentifying and safely responding to
such content. A spacific focus on the on
going community disorder

Session 3: Hate and racism - Participants
will understand the harm/pain caused by
hate, racism and associated extremisms,
engage in activities that undermine
common extremist narratives of anti
semitism, anti-Muslim hate and white
supremacy online.

Session 4; Upskilling with Practical
responses | Evaluation and next steps
session, YPs will be up-skilled in responses
to harmful online con ineluding
reparting mechanisms, avoidance tactics

DELIVERY OVERVIEW

Each session will be delivered in:

+ 6London m.-.lm.m-am.sznnw PRUS.
between 15t OCt 25 -30th March 26

Lures will return to each

across 4 weeks in tatal] and work with
the same puplls

+ Inthose & days they can deilv

sessions each day iwe will work around
your ¢ s

PROGRAMME COSTS: FREE

DELIVERED BY CONNECTFUTURES IN

PARTNERSHIP WITH THE SHARED
ENDEAVOUR FUND

and workplz

www.connectfutures.org




FACE TO FACE

Lived experience and credibility (a dilemmma)

Holistic approaches — interventions plus cross curricular

Aspirational, open, ‘safe/candid spaces’, challenging, discursive
Tailored to youth cultures and expressions of hate, violence, extremism

Appropriate to ages and needs e.g. SEN
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T o NEW DEPARTMENT FOR EDUCATION (DfE) COMMISSION: MISOGYNY 757 NEW COMMISSION:We're delighted 1o share that the Department for
Conne issi [

res has been by the for ion to Education (DfE) has commissioned our team to develop and deliver two new
create supportive educational resources ...more training packs designed to support schools in building resilience to ..more
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Educational Resources on Extreme Misogyny Commission!

Supporting schools and coll to add harmful i
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to develop and deliver two new
training packs for schools

These will be hosted on the
Educate Against Hate website to
help teachers build confidence in
facilitating open dialogue and
fostering resilience to extremism
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RESPONDING

Go beyond mainstream platforms: Ask young people what apps and forums they use. If they are there,

potential exploiters are too.

Recognise that gaming spaces like Call of Duty and Roblox can expose users to racism, misogyny and
extremism.

Avoid rushing to restrict access: Bans often lead young people to use VPNs or become more secretive online.
Pay attention to changes in behaviour or beliefs: These may signal harmful online influences.

Learn the language used in manosphere spaces such as red pill and hypergamy to spot concerns and guide
discussion.

Make room for honest conversation: Listen without judgment, but challenge ideas with curiosity and respect.
Model respect and equality: Show that all genders are valued and capable of healthy friendships and
relationships.

Reflect on your practice: How do gender, race, and class shape your expectations and interactions with young

people and communities?
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THANK YOU

Any Questions?

www.connhectfutures.org
iInfo@connectfutures.org

@ConnectFutures
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